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Dear Ms. Dortch:
Transmitted herewith on behalf of Repeater Network, Inc. is
the CPNI certification for 2008 submitted pursuant to Section

64.20092(e) of the Commission rules.

Should any questions arise regarding this submission, please
contact the undersigned.

Very truly vyours,

Richu Beckor %
Richard S. Becker

Enclosures
cc: Enforcement Bureau, FCC (2)
Best Copy and Printing, Inc. (1)



Repeater Network, Inc.
P.0O. Box 410
Bourbonnais, IL 60914

RE: Annual 47 C.F.R. § 64.2009 (e) CPNI Certification for 2008
EB Docket No. 06-36
Repeater Network, Inc. FRN No. 0004991238
Form 499 Filer ID 820324

CERTIFICATION

I, Harry Fitzgerald, hereby certify that I am an officer of
the company named above, and acting as an agent of the company,
that I have personal knowledge that the company has established
operating procedures effective during the calendar year 2008 and
to the present that are adequate to ensure compliance with the
Customer Proprietary Network Information rules set forth in 47
C.F.R. §§ 64.2001 et seq. of the rules of the Federal
Communications Commission.

Attached to this certification is an accompanying statement
that (i) explains how the company’s procedures ensure that the
company is in compliance with the requirements set forth in 47 C.
F.R. §§ 64.2001 et seq. of the rules, (ii) explains any actions
taken against data brokers during the past year, (iii) summarizes
all customer complaints received in the past year concerning the
unauthorized release of CPNI and (iv) reports information known
to the company regarding tactics pretexters may be using to

attempt to access CPNI.
A,
/

Name: Harry Fitzgerald
Title: Officer
Date: Februarv 26, 2009
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Repeater Network, Inc.
FRN No. 0004991238
Form 499 Filer 1D 820324

CPNI

Certification

STATEMENT

Repeater Network, Inc. (“Carrier”) has established operating procedures

that ensure compliance with the Federal Communication Commission (“Commission’™)
regulations regarding the protection of customer proprietary network information
(“CPNI").

Carrier has implemented a system whereby the status of a customer”s CPNI
approval can be determined prior to the use of CPNI.

Carrier continually educates and trains its employees regarding the
appropriate use of CPNI. Carrier has established disciplinary procedures
should an employee violate the CPNI procedures established by Carrier.

Carrier maintains record of its and its affiliates” sales and marketing
campaigns that use its customers CPNI. Carrier also maintains a record of
any and all instances where CPNI was disclosed or provided to third
parties, or where third parties were allowed access to CPNI. The records
includes a description of each campaign, the specific CPNI that was used
in the campaign, and what products and services were offered as part of
the campaign.

Carrier has established a supervisory review process regarding compliance
with the CPNI rules with respect to outbound marketing situations and
maintains records of carrier compliance for a minimum period of one year.
Specifically, Carrier’s sales personnel obtain supervisory approval of any
proposed outbound marketing request for customer approval regarding CPNI,
and a process ensures that opt-out elections are recorded and followed.

Carrier took the following actions against data brokers in 2007 and to the
present, including proceedings instituted or petitions filed by Carrier at
a state commission, in the court system, or at the Federal Communications
Commission. None

The following is information Carrier has with respect to the processes
pretexters are using to attempt to access CPNI, and [if any] what steps
carriers are taking to protect CPNI:

Carrier has determined that no pretexter has attempted to access CPNI
on Carrier’s system.

The following is a summary of all customer complaints received in 2007 and
to the present regarding the unauthorized release of CPNI:
> Number of customer complaints Carrier received In 2007 and to the
present related to unauthorized access to CPNIl, or unauthorized
disclosure of CPNI: None
> Category of complaint:
- _0_ Number of instances of improper access by employees
_O0_ Number of instances of iImproper disclosure to
ndividuals not authorized to receive the information
_O0_ Number of instances of improper access to online

O | w=iwmi | = |

nformation by individuals not authorized to view the
nformation

_0_ Number of other instances of iImproper access or
isclosure

> Description of instances of improper access or disclosure: None



OPERATING PROCEDURES TO ENSURE
COMPLIANCE WITH THE FCC CPNI RULES

Attached hereto to the extent applicable is a summary of rules and
procedures to Tfollow with respect to Network and Systems owned and
operated by Repeater Network, Inc. as it involves Customer Proprietary
Network Information (“CPNI”’) and Other Customer Information under
applicable FCC rules.

You are to review and read the attached and should you have any
questions, please contact Harry Fitzgerald, President, at:

Harry Fitzgerald

P.0O. Box 410

Bourbonnais, IL 60914-0410
(800) 722-1496

IT IS THE POLICY OF REPEATER NETWORKS TO NOT RELEASE ANY CUSTOMER
PROPRIETARY NETWORK INFORMATION FOR ANY REASON AND ALL EMPLOYEES ARE
TRAINED ON AND ADHERE TO THIS POLICY.

1. No disclosure of CPNI information to any party is permitted by
any employee or agent of the Company without following the
CPNI procedures and rules established by the Company. In this
respect, given the current network operations of the Company,
all such information to be provided will require the express
prior approval or consent of the managers and/or officers of
the Company.

2. You must protect against attempts by any party to gain
unauthorized access to CPNI. Before any access is permitted,
you must properly authenticate a customer prior to disclosing
CPNl1 based on information or customer initiated telephone
contact, on-line account access or, if applicable, in store
visit.

3. Since the Company does not currently provide a password to
customers, the Company may only disclose (if applicable) call
detail information by sending it to the customer’s address of
record, or by calling the customer at the telephone of record.

4. IT the customer is able to provide call detail information to
the Company during a customer-initiated call without the
carrier’s assistance, then you are permitted to discuss the
call detail information provided by the customer.

5. IT applicable, the Company may disclose CPNI to a customer (if
applicable) who at a carrier’s retail location fF
applicable), first presents to the telecommunications carrier
or 1ts agent a valid photo ID matching the customer”s account
information.



10.

11.

Please note, the above rules may be modified for Business
Customers of the Companies pursuant to the terms of a
Contractual Agreement which addresses the issue of customer
information in authentication and requires where a Subscriber
has a designated account representation and the matter is
addressed by such contract.

There are specific notification requirements and procedures to
law enforcement authorities which must be followed if there is
a breach of customer®s CPNI. See attached 864.2011.

Please review the attached CPNI rules and procedures.

You may ask a Company Manager or Officer to review with you
any questions you may have with respect to the procedures est
forth herein.

Although as a whole the communication service provided by the
Company is not interconnected service to the PSTN or VOIP, you
must still recognize the iImportance of protecting to the
extent if applicable Customer Proprietary Network Information.

Report any evidence of wrongful or illegal activity with
respect to CPNI to the Company c/o Harry Fitzgerald, P.0O. Box
410 Bourdonnais, IL 60914-0410; telephone (800) 722-1496.
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AppendixB

Final Rules

Subpart U of Part 64, of Title 47 of the Code of Federal Regulaijons is amended to read as follows:
SUBPART U - CUSTOMER PROPRIETARY NETWORK INFORMATION
1. Section 64.2003(k) is amended to read 3s fellows:

(k) Tefecommunications carricr or carrigr. The terms “telccommunications carrier” or “carrier”
shall have the sariie meaning as sct forth in section 3(44) of the Communicaticns Act of 1934,

25 amended, 47 U.8.C. 153(44). For thepurposes of this subpart, the term
“telecommunications carrier” or “carrier” shall include an entity that provides interconmected
VoIP seryice, as that term is defined in section 9.3 of these rules.

2. Section 64.2003 is amended by redesignating paragraphs (a)-(I) and by adding the following
paragraplis:

(a) Account information. *Account inforrralion” is information that'is specifically connected to
the customner’s service relationship with the corriér, including such things as an account
number ar any component Lhereof, the teleshone number associated with the account, or the
bill’s amount. .

(b) Address of record. ‘An “address of recard,” whether postal or electrenic, is an address ihat the
carrier has associaled with the customer’s. account for.at least 30 days. .

(d) Call detail information. Any information that perains ta thé transmission of specific
telephone calls, including, for outbound calls, the numbei called, and the time, location, or
duration of any call'and, for inBound calls, the number from which the cali was placed, and
the time, location, or duratior of any cafl.

(m) Readily available biographical informatian. “Readily available biographicat mfom:lauon is
information dratwvn from the customer's tife history and includes such things as the custower's
social security number, or. the last Four digits-of ihanumber; mother's maiden name; home

address; or datg of birth.

(@) Telephone mamber of record. The; telephone number associated with the underlying sérvice,
not the telephone numbef supplied as a‘custorner’s “contact informarion.™

(r) Valid photo ID. A “valid photo D" is 2 goveminent-issued means of personal identification
with a photograph such as a driver's li¢ense; passpori, orcomparable ID that is not expired.

3. Section 64.2005(c)(3) is amended to read as follows:

(3) LECs, CMRS providers, and entities that provide inlerconnected VolP service as thal term is
tefined in section.9.3 of these rules, may use CPNT, wilkout custoter approval, to market
services formefly known.as adjunct-io-basic sérvices, such ps, birt riol Emited (o, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking,
call retumn, repeat dialing, call tracking; call vaiting, czller LD., call forwarding, and certain
centrex features.
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(©) Online actess 1o CPNI. A telecommunications carder must authenticale a customer without
the use of readily available biographical information, or account mformatien, prior to
allowing the customer online access to CPNI related to 2 telecommunicstions service
account. Once authenticated, the cusiomer mzy only abrain online accessto CPNI related to
a lelecommunicatigns service account ﬂwugh a password, as:described in paragraph () of
this section. that is nol prompted byllc carrier askmg foc readily avatlable biogrdphical
mfcmaucn, or account information.

(d) In-siore access to CPNI. ‘A telecommunications cerrier may discloseCPNT 1o a costonser
who, at a.cammier’s retail location, first presents to the telecommunications-carrier or its agent
a valid photo ID maichiog the customer's account information. .

(¢) Establishniem of a-Passwordand Back-up Authenticativn Methods for Lost or Forgotren
- Passwords. To establish a password,a telecommunications carvier mus| authenticate the.
customer without the use of readily available bipgraphical information, or-account
information. Telecommunicatians carriers may create a back-up customer authentication
method-in the event of a losror forgotten password, but such back-up customer authentication
method may sot prompt the'customer for readily available biographical information, or
account information. [fa customer cannat provide the comect password or the correct
respanse for the back-up customer authentication method, the customer must establish a new
password as described in this paragraph.

(f) Noiification of account changes. Telecommunications carriers must nolify customers
immediately whenever a password, customer response to a back-up means of avthentcation
{or lost or forgotien passwords, online account, or address of record is greated or changed.
This notification is bor required when the cusiomer initiates service, including the selection of
a password at service initiadon, This notificadon may bs through a camier-originawed
voicemail or lext message to the telephone number of record, or by mail to the address of
record, and must notrevez| the changed information or be sent 1o the new account .
informanian. . i

{g) Business Customer Exemplion. Telécommunications carriers may bind themseives
coritractuzlly to authentication regimes.other than those described in this section for services
they provide to Lheir business customers thal have both ) d:dncmed account rtp-cs:ntauw:
and a contract that specifically addmsst: Lhe carriers® protection of CPNI.

Section 64.201 | is added to read as follows:
* § 64.2011 Notification of customer proprictary network information security breaches

(a) A telecommunications carvier shall notify law enforcément of a breach of its customers’
CPNI as provided in this section. The ¢arrier shall not notify its customers or disclose the
breach publicly, whether voluntarily or under state or local law or these rules, until it has
compléted the process of netifying law enforcement pursuant to paragruph (b).

(b) As'socn as practiceble, and in no-event Jater than seven (7) business days, after reasonzble
determination of the breach, the telecommunications carrier shall electronically notify the
United States-Secret Service (USSS) and e Federal Burean-of fuvestigation (FBI) througha
cc:ntral rsporl.mg facd:ry Thc Commission will mziniain 2 liuk to-the reporting faciliry at
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4. Section 642007 is amended by deleting paragraphs (5)(2) and (b)(3), and revising paragraph
(b)(1} to read os follows:

(b) Use of Opt-Out and Opt-fn Approvel Processes. A telecommunications canvier may, subjzcl
to opt-out approval ar opt-in approval, use its cus:omer's individually identifiable CPNI for
the purpose of mrkclmg communications-related services to that customer, A E
telecommunications carrier may, subject to opt-out.approval or opt-in approvz], disclose its.
cuslomes’s individually identifiable CPNT; for the purpose of marketing communications-
selated services to thal customer, to its agents and its affiliates that pravide’communications-
related.services. A telecommunications carrier may alsa permit such persons or entities 0
obtain access ta such CPNI for such purposes. Except-for-use and disclosure of CPNT that is
permitted without customer approval under secticn § 64.2005, or that is'described in this
paragraph, or as otherwise provided i section 222 of the Communications Act of 1934, as
amended, a lelecommunications carrier may only use, disclose, or permit access o its
costomer’s individually identifiable CPNI subjecl to opt-in approval.

5. Seclion 64.2009 is amended by revising pardg-aph () to read as follows:

(e) A teleconmununications carrier must haveaii officer, 8s an agent of the carrier, sign and file
with the Comipission 2 compliance cenificate on an annual basis. The officer must state in
the certification that he or she has personal knowledge thai the company has established
operating procedures that are adequale to ensure compliance with the rles in this subpart.
The carrier must provide a statement accompanying the certificate explaining bow its
operating procedures ensure that it is or is pot in compliance with the-rules in this subpart. In
addition, the carrier must include an e:planahon of eny actions taken-against dale brokers and
a summary of all cus:omcr.comp]amls received in the past year concerning the unsuthorized
release of CPNL. This filing mpst be made annually with the Eniforcement Bureau on or
before tarch 1 in EB Docket No. 06-36, for data pertaining 1a the previous calendar year,

6. Scction 64.2010-is added to read as follows:
§ 64.2010 Safegiards on the disclosure of customer proprietary network information

(2) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempls ta gain unauthorized access 10'CPNI. Telecamemunications
carriers must properly authenticate a customer. prior 10 disclosing CFNI based on customer-
initiatcd telephone contact,-online actountaccess, or an in-stare visit.

(b) Telephone atcess to CPNI. Telecomupunications cartiers may only disclosé call deétail
information over the telephone, based o customer-initiated telephdne contact. if the
custorher first provides the carrier with a pagswaord, as deseribed in paragraph (c) of this
section, thar is not prompted by the carrier asking for readily available biographical
information, or account, ihforimtion. IF the customer does not provide a password, the -
telecommunications carrier may only disclose call detail information by sending it to the
customer's address of record, or, by calling the customer at the telephone number of record.
IT the customer is able to provide call detail information to the telecommunications carrier
during'a customer-initiated call withou: the telecommunicatidns carrier’s assistance, then the
teleconsmunications carrier is permitied to distuss the call detail information provided by the
customer.

s
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(S} Online aciess 1o CPNI. A teleconsmunications carrier must authenticale a customer without
the use of readily available biographical information, or account information, prmr to
allowing the customer online access to CPNI related to 2 telecommunications scrvice
account. ‘Once authenticated, the.cusiomer may only abtain-online access:to CPNI related to
a telecommiunicatigns service account thro ugh a password, as:described in paragraph (e)'of
this section, that is nol promp(ed by thg carrier asking for readily avatlable biogrdphical
mfprmaunn, or account information.

(d) In-siore access 10 CPNI. A telccumnmn ications cerrier may disclose-CPNT toa costonser
who, at.a carrier’s retail location, first. presents Lo the telecomminications-carrier or its agent
a valid photo TD maliching the customer's account information.

Estahlishniem of a-Password:and Back-up Authenticativn Methods for Losi or Forgotren

. Passwords. To establish a password, a felecommunications carvier mus! authenticate the,
cistomer without the use of readily available biographical information, ar-account
information. Telecormmunicatians carriers may create a back-up customer authenkication’
method in the event of a losror forgotter pussword, but such back-up customer atithentication
method may oot prompr the'customer for readily available biographical informatien, or
account informaltion. [[a customer cannat provide the comect password or the correct
résponse for the back-up customer authentication.method, the customer must establish a new
password as described in this paragraph.

(e

—

(D) Noiffication of account changes. Telecommunications carfiers must nolify customers
immediately whenever a password, customer response to a back-up means of avithentication
{or lost or forgotien passwords, online account, or address of record is greated or changed.
This notification is nor required when the cusiomer initiates service, inchiding the sejection of
a password al service initiaton, This notification may be through a carrier-ongindted
voicermail or (ext message to the telephone number of record, or by mail to the address of
record, and must not revez| the changed information or be sent to the new account
informarion. =

{g) Business Customer Exemnpiion. Telécom munications carriers may bind themseives
coritractually to authentication regimes other than those described ‘in this section for services
they provide to Lheir business customers that have both a dedicated account rep"esentauve
and a contract that specifically addresses Lbe carriers’ protection of CPNI.

Section 64.201 | is added to read as follows:
- § 64.2011 Notification of customer proprictary network informsation sccurity bréaches

(a} A telecommunications carvier shall notify law enforcément of a breach of its customers’
CPNI as provided in this section. The carrier shall not notify its customers or disclose the
breach publicly, whether voluntarily or under state or local.law or these rules, until it has
compléted the process of notifying law enforcement pursuant to parpgruph (b).

(b) As'sodn as practicable, and jn no-event later than seven {7) business days, after reasonable
delermination of the breach, the telccommunications carrier shall electronicully notify the
United States-Secret Service (USSS) and the Federal Burean-of [nvestigation (FBI) through a
central réporting facility. - Thie Commission will mainiain a link to-the reporting faciliry at
hitip:/fwrww.fec. gov/eb/epni.
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(1) Notwithstanding any state law fo the confrary, the carrier shall not nolify customers or
disclose Lhe breach to the public.satil 7 full business days bave passed after notification
to-the USSS anud the FBI except as provided in paragraphs {2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent necd to notify any classof
affected customers sooner than athierwise allowed under paragraph (1); in order 1o avesd
immediate and immeparable harm, it shall so indicate in its notification and may proceed 1o
immediately notify its affected customers only after consultation with the relevant
investigaling agency. The carrier shall-cooperzte with the relevant invesfigaling agency’s
request to minimize any adverse effects of such customer notification.

(3) I the relevant investigating agency detenmines that public disclosure or notice to

customers. would impede or compromise an ongding of potential crichindl investigation or

" national seeurity, such zpency may direct the carrier nét to $o disclose or notify for an
initial pen‘od of up 10 30 days. Such period may be extended t'.-'y the agency as reasonably
necessary in the judgment of the agericy. If such direction is given, the agency shall
nolify the carrier when it appears that public disclosure or notice'to affecied customers
will no .onger lmpezle ar compramise a criminal investigation or national security. The
agency shall provide in wriling its initial direction to the carrier, any subsequent
.exiension, and any notification that notice will no longer impede or compromise a
-criminal. investigatian or-national seeurity and soch writings shall be.contemporansously
logged om the samie reporting facility that contains records of notifications filed by
carriers.

(¢} Cusromer Notification. Afiera telecommunicalions carrier has completed the process of
notifying law enforcement pursuant to paragraph (b), it shall notify its customers ofa breach
aof those customers” CPNI.

(d) Recordkeeping. Ali carriers shall maintain a record, electronically or in same other manner,
of any breaches discovered, notifications made to the USSS and the FBI pursuant to
paragraph (b), 2nd notifications made to customers. The record must intlude, if available,
dates of diseovery and notificalion, a detailed description of the CPNL that was the subject of
the breach, and the circumstances-of the bréach, Cairiers shall retdin the-record for 2
minimum-of 2.years.

(e) Definitions. As used in this séction, a “breach” lias océurted when 2 pérson, without
autherization ot exceeding authorization, has inlentionally gained access 1o, used, or
disclosed CPNL

{f) This section does nol supersede any statute; regulation, arder, or mtcrprr:tsuon in any State,
except o' the extent that such statute, reguilation, order, or interpretation-is mconszslcnt with
the provisions of this section, and then ooly to lhe extent of the mcnns:etcnby-





